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1.

Abstract. We introduce Nuovo DRM, a digital rights management schemedato provide formal
and practical security. The scheme is based on a recent DRdhsg, which we formally specify

in the uCRL process algebraic language. The original scheme statddlibwing security require-
ments: effectiveness, secrecy and resistance of contesgueeading. We formalise these security
requirements as well as strong fairness and formally chleelotiginal scheme against these re-
quirements. This verification step uncovered several #goneaknesses, which are addressed by
Nuovo DRM. In addition to that, Nuovo DRM introduces sevayadcedural practices to enhance
the practical security of the scheme. A finite model of NuowN\Dis subsequently model-checked
and shown to satisfy its design requirements, includingessg fairness and resistance to content
masquerading.

Introduction

Recent years have seen a rapid increase in the popularitgredipal devices capable of rendering dig-
ital contents. Large content providers as well as indepanasists are looking forward to these new
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opportunities for selling their copyrighted materialscessitating the development of systems to protect
digital contents from illegal access and unauthorisediligton. Technologies used to enforce policies
controlling usage of digital contents are referred to astBligrRights Management (DRM) techniques.
A major challenge in DRM is enforcing the policies after @it have been distributed to consumers.
This problem is currently addressed by limiting the disttibn of protected contents to only the so-
calledcompliantdevices (e.g. iPods), that by design are guaranteed to sler#grce the DRM policies
associated with the contents they render.

A unique concept of DRM-preserving contartlistributionwas proposed in [30], hereafter called
the NPGCT scheme, where users act also as content redistsbirhis potentially allows consumers to
not only buy the rights to use specific content, but also téstdébdute the content in a controlled man-
ner. From a security point of view, this is technically ckaljing, since the resulting system forms a
peer-to-peer network of independent devices, each of theonsumer, an authorised distributor, and
also a potential attacker. The main goal of NPGCT is to enatgent redistribution, whilst resisting
systematic content pirating. Recent sobering experie2gehas shown that DRM techniques are inher-
ently complicated and if not enforced carefully, can infjenon customers’, as well as vendors’, rights.
This serves as motivation for using formal methods to valisyNPGCT scheme to provide both content
vendors and customers a certain degree of confidence in¢bdtgeand fairness of the system.

1.1. Contributions

Our contribution in this paper is twofold. First, on the sétyuside, we formally specify the NPGCT
protocols and analyse them. Our analysis reveals two $gdlaws in the scheme, a rights-replaying
flaw and a problem with fair exchange between users. We peogoextended scheme, dubbddovo
DRM, to address these issues. A formal specification and veitficaf Nuovo DRM is subsequently
presented and (a finite model of) the scheme is shown to inale@dve its design goals.

Second, we present the used state-of-the-art formal tamldexhniques to handle the verification
problem of DRM schemes. We use theRL process algebraic language [20] and tool set [8] to specify
the protocol participants and the intruder model. The esgve power and flexibility of the.CRL
language compares favourably to other specification layegia These factors enable us to keep the
formalisation close to the actual implementation. Due todbmplexity, the size of the scheme and the
branching nature of the protocols, generating the stateesigaa very time-consuming process. Several
approaches to handle this so-called “state space expfast@t, such as counter-based abstractions [32]
or parametrised abstraction techniques [33]. These tqubgiare not straightforwardly applicable to our
problem however, as they focus on abstracting away staglgjeihich in a DRM setting amounts to
abstracting away rights and content — exactly the main paihinterest. In order to address state space
generation, we resorted to a distributed instantiatiorhefutCRL tool set [7] to generate and minimise
the corresponding state spaces. In particular, since tlmedNDRM scheme is highly non-deterministic
due to the presence of several fall-back scenarios, witinttiesion of an intruder model to the system,
it easily runs into the limits of single-machine state spgeeeration. To the best of our knowledge, we
are the first to formally verify a whole DRM scheme. Moreowee, adapt the standard formal Dolev-Yao
intruder model [14] to reflect the restricted behaviour ahpdiant devices in DRM systems (which are
not underfull control of the intruder, even if owned by the intruder).
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1.2. Related work

Nuovo DRM introduces an optimistic fair exchange protoc®his class of protocols was introduced
in [3] and since then have attracted much attention. Theestdwir exchange protocol to our scheme
is perhaps the probabilistic synchronous protocol [4] hit fit too relies on trusted computing devices
in exchange. In contrast to [4], the optimistic fair exchapgotocol in Nuovo DRM is a deterministic
asynchronous protocol that achieves strong (as opposeawhalulistic) fairness, but, as a drawback, it
relies on impartial agents to secure unsupervised excBange

In this paper we do not address modelling semantics andadiens of rights associated with DRM-
protected contents, which constitutes a whole separatg tfagsearch, e.g. see [34]. Instead we focus
on formal analysis of transactional properties of DRM scegnThere are several works in literature on
model checking (usually small instances of) optimistic &ichange protocols, e.g. [21, 27, 35]. What
makes our study unique is the size of the system that is atittatia analysed as well as the capturing
of some DRM-specific features of the system, like compliavicks, in the model. Constraint solving
for checking fair exchange protocols proposed in [25] caeaeype-flaw attacks, but is restricted to
checking safety properties. Theorem-proving approaaheblecking fairness of protocols [1, 6, 15] can
provide a complete security proof at the cost of heavy humégarvention, and thus cannot be easily
integrated into the protocol design phase.

1.3. Structure of the paper

We start by explaining the notations and (cryptographicuagptions used in the paper, in Section 2.
Section 3 summarises the NPGCT scheme, which provides #ie faa our refined scheme. Section 4
presents the Nuovo DRM scheme, its assumptions, its godisecurity procedures. Nuovo DRM is

then formally analysed in Section 5 and shown to achieveatdsy Finally, Section 6 concludes the
paper with some possible future research directions.

2. Assumptions and notations
Throughout the paper, the following assumptions are used.

Trusted devices assumptionsCompliant devices are tamper-proof hardware, that thowgisiply op-
erated by malicious owners, follow only their certified sadte. We assume that compliant de-
vices are able to locally perforatomicactions: multiple actions can be logically linked in these
devices, such that either all or none of them are executedy @lso contain a limited amount of
secure scratch memory and non-volatile storage. Thes@eewgnts are typically met by current
technologies. A legitimate content provider, (albeit abely) referred to as trusted third party
(TTP), is assumed impartial in its behaviour and eventualiilable to respond to requests from
compliant devices.

Cryptographic assumptions and notations. In our analysis the cryptographic operations are assumed
to be ideal a la Dolev-Yao [14]. We assume access to a seagravay collision-resistant hash
function h; thereforeh(x) uniquely describes. A messagen encrypted with symmetric ke
is denoted{m } i, from which m can only be extracted usinfy’. Notations pk(X) and sk(X)
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denote the public and private keys of entiXy; respectively. In asymmetric encryption we have
HUmYseco borexy = {{mlprix) Fsex)y = m. Encrypting withsk(X) denotes signing and for
convenience we let: be retrievable fron{m} y x).

Additionally, the following notation is used:

d1,d2 compliant devices

P trusted, legitimate content provider
owner(d1)  owner of deviced!

c € Cont one piece of content in the set of all contents
r € Rgts one right in the finite set of all possible rights
Rg;(c) the rights of devicel! for contentc

It is assumed that unique descriptors (e.g. hash valuedl) oEaCont are publicly known.

3. The NPGCT DRM scheme

The NPGCT scheme by Nair et al. [30] was proposed as a DRMepriag digital content redistribution
system where a consumer doubles up as a content redistrilitbout this adversely affecting the
protection offered by the DRM scheme. In this section weflyridescribe the NPGCT scheme and then
present the results of its formal analysis. For a detailetifipation of NPGCT see [30].

3.1. NPGCT protocols

The scheme consists of two main protocols: the first digie#gontent from provideP to clientd?, the
second allowsl? to resell contents to another clied?.

3.1.1. Provider-customer protocol (P2C)

The protocol is initiated by the owner @ff who wishes to buy itena with rights » from provider P.
From [30]:

1. d1 — P: Requestcontent
2. dl < P: Mutual authentication, [payment]
3. P—dl: {c}x,{K}pr(ar),r 0, A
o=meta-data of, A={h(P, d1,c,0,7)} s (p)

The idea of step 2 is that a multi-stage authentication poits inserted at this step. Furthermore, in
the protocol A acts as a certification thdt! has been granted rightsand helps in proving/1's right to
redistributec to other clients. It also binds the meta-datto the content, which prevents masquerading
attacks orc.
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3.1.2. Customer-customer protocol (C2C)

This part of the protocol is initiated by the owner & who wants to buy: with rights’ from d1, for
which d1 holds certificateA. From [30]:

d2 — di : Request content
. dl < d2: Mutual authentication
3. dl —d2: {cyr, {K }preaz), Rai(c), 7,0, A, A
A ={h(d1,d2,c,0,7")}su(ar)
d2 : Verifieso, A’ andR4; (¢) usingA
d2 — d1 : ), [payment]
¢ ={h(d1, P, {c}k',0.7")}sk(az)

By sendingy, d2 acknowledgesthat it has received with rights ' from d1, while A and A’ form a
certificate chain that helps to prove th& has been granted rights

AN

3.2. Formal analysis of NPGCT

As part of our work, we formally specified and checked the NFGCheme. In this section, we present
the results of this analysis. The assumptions of the schiéraeecurity goals it was tested against, their
formalisation, the protocol specification tool set and tluelel checking technology used here are similar
to those used for Nuovo DRM, which are discussed in the fatigusections. Details of this analysis
along with the attack traces found by the verification precee available onlirfe

Two security flaws in the NPGCT scheme were revealed by odysisaFirst, it was found that in
the P2C (and similarly the C2C) protocol, a malicious custooan feed rights from a previous session to
the trusted device by replaying step 3. This replaying isibs because freshness of the authentication
phase is not extended to guarantee freshness of step Jfgeatif’the content-right bundle). This flaw
allowsd to accumulate rights without payirfgfor it. As a remedy, fresh nonces from the authentication
phase can be used into ensure the freshness of the whole exchange, c.f. Section 4

Second, in the C2C protocol, payment is not bound to the stfjeeeive messages exchanged be-
tween two customers. Thus, onée receives: in step 3, the owner af2 can avoid payingl! by quiting
the protocol. Since this exchange is unsupervised, the mwafecompliant devices are forced to trust
each other to complete transactions. While it is reasonabéxtend such trust to a legitimate content
provider, it should not be assumed for potentially dishbdesice owners in C2C exchanges. (Note that
fairness in exchange is not a goal of NPGCT.)

4. The Nuovo DRM scheme

This section describes the proposed extension to the NP@Mmbed Nuovo DRM, which in particular
addresses the security concerns identified in Section 3e2e e confine to informal descriptions; a
formal specification is discussed in Section 5.

Term+ was intended to be used in c2c-dispute resolution, alththamotion is not further explored in [30].
*http://www.cs.vu.nl/paradiso/formal.php
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4.1. Nuovo’s goals

The aim of Nuovo DRM is to enable content redistribution whiksisting systematic content pirating.
Hence, Nuovo DRM provides a secure DRM scheme which encaapasontent redistribution. The
security of the scheme is to address normal DRM security ermscas well as security concerns intro-
duced by content redistribution. This is captured by thiovahg goals: We require the Nuovo DRM
scheme to achieve the following goals (which are the samieog® tused to analyse the NPGCT scheme
in Section 3.2):

G1 (effectiveness).A protocol achieves effectiveness iff for honest partioigarunning the protocol in
a secure environment, it terminates successfully, i.e saatk content-right bundle is exchanged
for the corresponding payment order. Effectiveness is dysaheck for the functionality of the
protocol and is therefore checked in a reliable commurioatystem with no attacker.

G2 (secrecy). Secrecy states that no outsider may learn @amy Cont not intended for him. Usually,
content is encrypted for intended receivers. Nuovo DRM i{ginto NPGCT) limits the distri-
bution of protected contents by encrypting them for intehdempliant devices. The scheme
must thus guarantee that a DRM-protected content neveaeppaencrypted to any known non-
compliant device.

G3 (resisting content masquerading).Content masquerading occurs when conteit passed off as
contentc, for ¢ # ¢/. Preventing this attack ensures that an intruder canndtfde a device that
has requested

G4 (strong fairness). Assume Alice owns an itemrm 4 and Bob owns an itemmg. Informally, strong
fairness states that if Alice and Bob run a protocol to exgeatheir items, in the end either
both or neither of them receive the other party’s item [31fcoSg fairness usually requires the
contents exchanged in the system tcstrengly generatabtein Nuovo DRM, a content provider
can provide the exact missing content if the exchange goé&saftrong fairness also guarantees
timelinesswhich informally states that, in a finite amount of time, Bstprotocol participants can
safely terminate their role in the protocol with no help fromalicious parties. As this is a liveness
property?, resilient communication channels (assumption A2 belaw)reecessary for fairness to
hold [3]. For an in-depth discussion of fairness in exchangaefer the interested reader to [3].

4.2. Assumptions of Nuovo DRM

The following assumptions are made regarding the workinjuwdvo DRM. Note that assumptions Al
and A2 limit the power of the intruder, as explained furtheBection 5.1.4.

Al (tamper-proof devices). Consumer compliant devices are assumed tamper-proof. Qwheom-
pliant devices are however untrusted. They may collude bvest the protocol. They can, in
particular, arbitrarily switch off their own devices (“afafailure model” in distributed computing
terminology).

SProperties of systems can often be divided into two class&fetyproperties, stating unwanted situations do not happen, and
livenessroperties, stipulating desired events eventually happena formal definition of these property classes see [2].
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A2 (resilient communication). We assume an asynchronous resilient communication modielnei
global clock, i.e. the communication media deliver eachdnaitted message intact in a finite but
unknown amount of time. Resilience is necessary when aifioinfirness [18], and is realizable
under certain reasonable assumptions [5].

A3 (PKI hierarchy). There exists a hierarchy of public keys, with the public kéyhe root authority
embedded in each compliant device and available to contemiders. Using such an infrastruc-
ture, a device can prove its identity or verify other devigdsntities without having to contact
the root. Participant identitiesi(, d2 and P) implicitly refer to these authentication certificates
issued by the trusted authorities.

A4 (price negotiations). Protocol participants negotiate the price of content inaade. In Nuovo
DRM, the price of the content being traded is bundled withrdgriested rights.

4.3. Nuovo DRM protocols

As in NPGCT, our scheme consists of two main protocols: th¢ diistributes content from providét
to clientd?, the second allowsg? to resell content to another clied®. These protocols derive from the
NPGCT schemes, but are updated to incorporate autheaticatid strong fairness.

Provider-customer protocol (P2C) The owner ofd! wants to buy item: with rights» from content
provider P. Hered! and P, but notowner(d1), are assumed trusted.

1. owner(dl) — di: P, h(c), r

2. dl — P: di, ngg

3. P —dil: {np, nas, d1 }sp)

4 dl — P: {ng;, np, h(c), r, P}a(an)

5 P —di: {ctr, {K}prar), {r nat s

In the first step, the hash of the desired content, retriek@u & trusted public directory, with a right
and the identity of a legitimate provider are fed to the caempldeviced!. Following assumption A4,
owner(d1) and P have already reached an agreement on the price. WhEtiea legitimate provider
can be checked by! and vice versa (see assumption A3). In steg2generates a fresh nongg; and
sends it toP, which will continue the protocol only if/7 is a compliant device. Message 4 completes
the mutual authentication betweén and P. This also constitutes gayment ordefrom d1 to P. After
receiving this messagé, checks ifr is the same as previously agreed upon (assumption A4) agd onl
if so, stores the payment order (for future/immediate emog3 and performs step 5 after generating a
random fresh keyx'. Whend! receives message 5, it decryft& '}, (q1), extractsc and checks if it
matches:(c) in message 1, andy; is the same as the nonce in message 2. If these tests/pagsilates
R4;(c) with 7, e.g.r is added taR 4; (c). Note thatR ; (c) is not necessarily: d1 could already have
some rights associated with for instance, acquired from an earlier purchase. Sincebs@act away
from rights semantics (as discussed in Section 1.2), thatagzhase is left unspecified here.
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4.3.1. Customer-customer protocol (C2C)

The owner ofd2 wants to buy item: with rights 7’ from another compliant devicé:. This protocol
can be seen as a fair exchange protocol widérand d2 want to exchange a content-right bundle for its
associated payment such that either both or neither of tkeesive their desired items. In deterministic
protocols, however, achieving fairness has been prover tmpossible without a TTP [16]. Assuming
that most participants are honest and protocols go wrongiofriequently, it is reasonable to use proto-
cols which require TTP’s intervention only when a conflictha be resolved. These are usually called
optimisticfair exchange protocols [3] and contain two sub-protocals:optimistic sub-protocol which
is executed between untrusted devices, and if a particgaamtot finish this protocol run, it will initiate a
recovery sub-protocol with a designated TT@ur C2C protocol is an optimistic fair exchange protocol
which uses the content providétas the TTP. The optimistic exchange sub-protocol is asvislio

1. owner(d2) — d2: dI, h(c), v’

2. d2 — dl: d2, nge

3. dl — d2: {nly;, naz, d2}gar)

4 d2 — d1: {ngz, nyy, hc), ', d1} (a2

5 di —d2: {cyx, {K'}pr(az), {75 naz}swean

At step 5,d1 updates the right associated witlfreflecting that some part dt;; (¢) has been used
for resellingc) and stores the payment order signed/Byin an atomic action. Note that the atomicity of
these actions is necessary to guaranteedhatoes not store the payment order without simultaneously
updating the right? ;; (¢).

In this protocol, a maliciouswner(d1) can abort the protocol before sending message &tor
this message may be lost due to a hardware failure. To preuehtunfair situations foi2, we provide
a recovery mechanism to obtain the lost content.

4.3.2. Recovery sub-protocol

The goal of the recovery sub-protocol is to bring compliagtide d2 back to a fair state in case of a
failure in delivering message 5 in the C2C protocol. Devigecan start a recovery session (instead of
receiving the content at step 82 takes actionesolves(d2)) with the content provideP at any time
after sending message 4 in the C2C protocol. If a connectitim tive provider is not availablej2
saves the current state and simply waits until it becomeital@ Once the recovery protocol has been
initiated, d2 ignores any further messages from the optimistic run of G2@. purpose of the recovery
is to ensure thai2 receives the content and rights thatner(d2) wanted (and ostensibly paid for).

5", d2 : resolves(d2)
6". d2—P: d2,nl,
7. P—d2: {np, 0y, d2}up)
8. d2 — P {nldg, n/pa <nd27 n/d]7 h(C), rl’ d1>7 rlla P}sk(d?)
9". P —d2: {c}kr, {K”}pk(dg), {r", Tl/dg}SK(P)
“Fair exchange is attained by ensuring either successfuiration (recovery) or failure (abortion) for both partiés Nuovo

DRM, if neither party terminates successfully, nothingxslenged and failure is already attained. Hence, no péatitabort”
protocol is necessary.
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In this protocold2 and P behave as if/2 is purchasing the-r" content-right bundle fron® using the
P2C protocol, except that, in messatje d2 reports the failed C2C exchange it had with.

The wayP resolves payments of failed exchanges is discussed in netaé th Section 4.4.1. Note
that while payment details fall beyond the scope of our foramalysis, the recovery protocol does not.

One can argue that the recovery sub-protocol may also failtduossy communication channels.
As a way to mitigate this, persistent communication chaf@ content providers can be built, e.g.,
using an FTP server as an intermediary. The provider wouloladpthe content, and the device would
download it from the server. In order to guarantee fairnsgsh resilient communication channels are
generally unavoidable [3] (c.f. assumption A2).

As a final note, we emphasise that only tamper-proof comipliavices are considered here (assump-
tion Al). These protocols can be trivially attacked if theides are tampered with (e.g. a corrupt&ti
would be able to initiate a recovery protocol even after asssful exchange). Methods for revoking
circumvented devices and resisting systematic conteatipiy are described in the following sections.

4.4. Nuovo DRM procedures

Nuovo DRM introduces several procedures to support thergeabjective of Nuovo DRM to enable
content redistribution whilst resisting systematic cobfgirating. In this section, these procedures are
discussed. First, resolving of failed C2C exchanges by togiger is detailed. Next, a method is
described to detect systematic content pirating. And finalh approach to prevent interaction with
compromised devices is discussed. Note that the procetiatew fall beyond the scope of our formal
analysis.

4.4.1. Resolving C2C disputes at the TTP

We defineprice: Rgts — N. Given ar € Rgts, price(r) denotes the price that has been assignedsee
assumption A4). In the recovery protocol, the provider agree to resolve a C2C exchange for right
r (steps8”, 97) iff price(r”) > price(r’) (from step8”); below we see why this condition is necessary.
In line with assumption A1, we only consider compliant degithat need to resolve — the device cannot
lie aboutprice(r’) andprice(r”). In practice, resellers will usually propose prices whioh lawer than
the main vendor’s price for buying that single item, henc®m@aatically satisfying this requirement.

We requireP to maintain a persistent log of the resolved disputes. Asstinatd? tries to resolve
an unsuccessful exchange wifti. As a result of the atomicity ofl7’s actions in the optimistic sub-
protocol, only the following situations are possible: Eitld/ has updated?,; (c) and has the payment
order of message 4 of C2C (which it is thus entitled to have)/iodoes not have the payment order
and has not updateRl ; (c). In the latter case, the combination of the failed optirigtiotocol and its
subsequent resolution simply boils down to a P2C excharfgé! bwns the payment order from2,
two different cases are possible:

1. If d1 tries to encash the payment order aféérhas resolvedpP is the one who pays the money
to d1, asd?2 has already paid®. Sinceprice(r”) > price(r’), P can always payi! its share
of the transaction. Therefore, the actual paymenPto this particular exchange sums up to
price(r”) — price(r’). Note that althougtP is not finally paid (enough) for sendingo d2 in this
particular exchange, it is indeed fair becau3@as already been paid bif whendi bought the
right to resellc.
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2. If d2 resolves afterd! has encashed the payment ord@rwill not charged?2, becausei2 has
already paid the price té1 andd? has updated the riglit ;; (¢), for which it has already (directly
or indirectly) paidP.

Note thatd! andd2 cannot collude to chea® by d1 offering itemc to d2 for an extremely low
price and then resolving the requestoTo make this clear, consider the following use case:

e Cost of buying song for playing only, directly fromP = $1.00.
e Cost of buying song for 50 resell rights fromP = $0.80x 50 = $40.
e Cost of buying song for playing only, from reselleri7 = $0.90.

First, this scenario describes a viable business matdelvould rather buy: from d7 than directly from
P because of the $0.10 differencél has incentive to act as reseller since it can make a profit9$(
0.8) x 50 if all the songs are sold? would rather make one sale of 50 rightsdd than sell to 5042s
directly, to avoid all sorts of administration, processargl other per-transaction costs (it is common for
services such as MasterCard or PayPal to have per-tramsattarges consisting of a fixed part and a
part dependent to the transaction).

If d1 offerscto d2 for $0.01 and they resolve it t8, P would transfer the money from#2’s account
to d1’s without being paid in this exchangd’ (would accept resolving such unnecessary disputes to
assure its customers that in case of real problems, theyesamttoP). However,d! is the one who
actually loses moneyP’s profit was already made when the resell rights were sold/toand d2 has
exploited a very good offer oa If this scenario is repeated enough, will sell contents for $0.0%
50 = $0.50. At the end of the day, paid $40 — $1.00 — 0.50 = $38.50 more than the market price
for c.

Seeing that the TTP cannot be cheated by compliant deviges,iktheir owners are colluding, the
provider can safely be considered a TTP. The provider'sests are not harmed, and the role of TTP
allows it to offer an extra service to its customers.

4.4.2. Detection of compromised devices

The security of Nuovo DRM hinges on the compliance of theifedt user devices. However, it is
reasonable to assume that over time, some of these devittdsevdompromised. In this section, we
examine how to detect compromised devices. As in [30], tlpgsed mechanism aims at detecting
powerful attackers and systematic content pirating, ratien occasionally misbehaving users. Hence,
we consider a device to be compromised if it misbehaves émttyy So instead of compliance checks,
the aim is to detect devices exhibiting deviant behaviour.

Nuovo DRM enables content redistribution in a controlledhmex. In addition to regular attacks
on DRM systems, Nuovo DRM has to consider attacks on conéelistribution as well. As compliant
devices will not misbehave, only compromised devices cafopa these attacks. A compromised de-
vice can attack content redistribution phase in two waysstFit can overuse a right to resell content;
secondly, it can try to avoid paying for content it receivieg (ot having sufficient funds). These are
discussed in order.

SContent extraction attacks, related discussions and eouegsures on this are available from [30], and thus nohdurt
detailed here.
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Fund exchange during content redistribution is clearlyweiat point of attack. Successful attacks
would undermine users’ confidence in the system and the lbénefie attacker is clear: acquire more
funds and spend less funds, respectively. In order to asithes we introduce the following assumptions
(for compliant devices) on funds, which so far have not bemrsiclered.

A5 (device funds). When a compliant device signs a payment order, the paymelet @& cash-able.
This can be accomplished, for instance, by providing eachptiant device with some credit,
which can be spent and recharged.

A6 (traceability of funds). The banking system (responsible for encashing paymentg)rdeoperates
with content providefsto catch malevolent users. Here, for the sake of simpliditg, content
provider and the bank are considered as one and the same entit

First, consider an overuse of reselling rights. To detegfelacale overselling, the provider recon-
structs the chain of sold rights. This is possible becausssdimption A6 — to acquire payment for sold
rights, devices need to contact the provider.

To this end, the provider maintains a directed weightedlyap= (V, E) for each sold content-right
combination, that may be resold. Each nede V represents a device and the weighted edges of the
graph &: V x V — N) represents right transfers between two compliant devi€es eachv € V,
weight differencas the difference between outgoing weight and incoming teigormally:

A(v) = Z E(v,v") — Z E@',v) (1)

v'eV v'eV

LetU C V be the set of nodes that have sold a content-rights bundidwave not yet encashed the
payment order. I is a compromised device which engages in large scale oliegselfter a reasonable
amount of time, the provider will deteet’s behaviour by noting that the weight differencewfplus
the number of yet-to-cash rights are positive, i.e.

Ave) + Z Au) >0 (2)

uelU

By putting time limits on encashing payment orders, a prewichn control the time bound on de-
tecting compromised devices. Such an approach requirgsaimaent orders to be timestamped by the
device issuing the order. Timestamps of compliant deviegshe trusted, and the overhead to check
the timestamp against the time limit is very small. Hence Hualution scales well with the size of the
system.

Secondly, a compromised device can refuse to pay for thebittreceives. According to assumption
A5, user devices are provided with (and thus aware of) geditherefore, the second attack could easily
be detected by the banking entity (collaborating with thas/mters) when a device signs a payment order
without having enough credit for that, as a compliant dewioelld not cause this error.

5Though this assumption may not be universally acceptatjedae to geographical diversity of content providers asmking
systems used by customers, the required degree of coltadroraakes the assumption practically tenable.
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4.4.3. Isolating compromised devices

Given that cheating — and thus compromised — devices aretddtecountermeasures can be taken.
Confiscation of the compromised device is of course predetimwever, in practice this will not always
be possible. Instead, a Device Revocation List (DRL), dairtg public keys of detected compromised
devices, can be used to limit interactions of compliant deviwith them. To ensure correct working of
device revocation, soundness of this DRL is required — noptiamt device is ever listed on the DRL.

Completeness of the DRL also seems desirable: all compeaimdsvices are listed on the DRL.
However, as more and more compromised devices are detsciglta list could grow quite large over
time. Given that not all devices are equally likely to intrahere is a trade-off between effectiveness
and size of the DRL stored on a compliant device.

Considering these two properties immediately gives risevtoalternative ways of distributing the
DRL: optimising effectiveness and optimising size, respety. Optimising effectiveness of the DRL is
done by keeping the complete DRL and updating it at all ptesssipportunities. In this case, each devices
has acomplete copypf the DRL. Optimising size of the DRL is done by adding onlgsh compromised
devices with which a device has had contact with earlier 3 ohéck friends

Below we examine these two distribution schemes, and peopod refine variants that aim to bal-
ance these two consideration. Furthermore, estimatehéoeffectiveness and size of the per-device
stored DRL are established.The following notation is useldve:

drl The main DRL, as kept by
drly; the DRL as kept by deviceé?

friends 4; the list of devices with which devicé! has had contact. To keep the size of this list within
reasonable bounds, it is reset after each contact with thedar that updates the DRL.

Updates of variables are denotednas _a, new _b, new ¢ := a, b, ¢, where the left-hand side denotes
the variables after the update and the right-hand side sspsehe values that are assigned.

complete copy: Each device keeps a copy of the entire DRL.
Update ond! < P: drlgy; := drl.
Update ond? < d2: drlgy, friends gy == drlg; U drlge, friends g; U {d2}.

friend-check: A device only lists those revoked devices, with which it had hontact.
Update ond! < P: drlgy; = friendsz; N drl.
Update ond? < d2: friends; := friends ; U{d2}.

The next scheme strikes a balance between the two approaobes. On contacting the provider, it
updates afriend-check(remembering the old list, however). On contact with anottevice, it updates
ascomplete copy

propagated list: Each device includes the DRL of all devices it has contacted.
Update ond? < P: drly; := (drlg; U friends ;) N drl.
Update ond? « d2: drlgy, friends gy == drlg; U drlge, friends z; U {d2}.
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Depending on the interconnectivity of devices, the entiRLzould quickly reside on each device
(equivalent to the “six degrees of separation” idea, whimhghly states that everyone is at most six
handshakes away from every other person on the planet)islogkepropagated listvould be a complex
version ofcomplete copy A size-limiting refinement opropagated listis to not simply forward all
incoming DRLs, but only forward those devices on the DRL withich a device has had contact itself.
To this end, the per-device DRL is partitioned in twelf ;; lists those revoked devices, with which
d1has had contactrest,;; accumulates the DRLs learned from other devices.d8g, = self ;; U
rest g1 .

With this in mind, propagated lisis refined as follows.

restricted propagation: each device includes the DRL of all devices it has contadvetl,does not
propagate this further.
Update ond! < P: self ;; = friends; N drl.
Update ond1 < d2: restqy, friends g; := resty; U self 4o, friends ;; U {d2}.

Note that, given the partitioning of the DRL into two, anatlag@proach is to validate the received
DRLs before further propagation.

validated propagation: propagated lists are only included after validation by trevialer.
Update ond1 < P: drly; = (self ;; U restq; U friends ;) N drl.
Update ond? < d2: restqy, friends g; := restq; U self 4, friends z; U {d2}.

Remark that this is a sanitised versionpobpagated listasdrl;; = self ;; U restq;. Hence, this
distribution model is not considered further.

Of the above schemes, restricted propagation seems totléfdrest trade-off of list length versus
usefulness of the DRL. On a further note, the impact of a gbedi DRL can be limited if each device
cleans its DRL every time it contacts the providérily; := drlg; N L). This would also allow the
provider to “un-revoke” devices.

To get a feeling for the inherent effectiveness and list sfze given distribution scheme, the distrib-
ution schemes are examined in the following setting.

Use case Given the number of devices = 107 and the fraction of compromised devices= 1073
(i.e. the number of compromised devices is in the ordel0dj. Assume that the devices interact via a
network structure, each device interacting witlother devices, that no three devices interact (i.e. the
number of unique neighbours of second degree-igk — 1)), and that secure memory can only hold a
list of at most 10 id’s (due to memory limitations). Assumealiidnally that any compromised device is
aware of the distribution of the list, and so knows which desilist it and which do not. Furthermore, we
assume a compromised device can contact any other deécth@y do not follow the network structure,
but choose with whom to interact without restrictions).

The restricted propagation scheme will only revoke comjsethdevices that interact with a device
or with a neighbour of the device.

To calculate with how many different devices a device carehateracted, while limiting the inter-
actions with compromised devices, consider the following.

complete copy: Each device needs to store the complete DRL, which condists o = 10 entries.
This list cannot be stored in secure memory.
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friends-check: Each device needs to store only those compromised devieasauntered, i.e. the list
size ise - k. For a maximum list size of 10, this distribution scheme cecpenmodate networks
of up tok = 104,

propagated list: After every interaction, the DRL can only grow. Given therertely regular, total
connected network, this means that eventually, every exvalevice will be listed. The time it
takes for this to happen depends on the degree of separatitinin the setting sketched above,
the degree of separation is approximaté@%.

restricted propagation: The number of entries in the per-device DRL depends on thebeuwof inter-
actions as followse - neighbours 15t degree - neighbours 2" degree. For a maximum list size of
10 this mean$.001 - (k2 — k) < 10, which is approximately:> < 10*. Hence this suffices for
interacting with up to 100 different, unigque devices.

In order to measure the effectiveness of a distribution owtive consider how limiting a scheme is
for a compromised device. This is equal to the number of camptievices which lists a compromised
device —i.e., the number of devices that will not interactvei compromised device. Note that due to our
assumption that a compromised device (or its owner) is anfaéhich devices list it and may contact
any other device, compromised devices may be considerezluniformly distributed throughout the set
of devices. Hence, the number of devices not interacting agpecific compromised device is equal to
the average size of the per-device DRL. So given the unityrassumption, this metric is equal to the
size of the list, which was discussed above.

5. Formal analysis

In this section we describe the steps followed to formallsifyghat Nuovo DRM achieves its design
goals. Our approach is based on finite-state model checki@ly \vhich (usually) requires negligible
human intervention and, moreover, produces concrete emxamples, i.e. attack traces, if the design
fails to satisfy a desired property. It can therefore bectiffely integrated into the design phase. How-
ever, a complete security proof of the system cannot, inrgénige established by model checking. For
an overview on formal methods for verifying security praitscsee [29]. As we base our approach on
finite-state model-checking, our formal verification muavd a finite number of states and thus neces-
sarily concerns a limited instance of the system. Our forvesification can be seen as a sequence of
steps: first, we specify the protocol and the intruder maaé¢he CRL process algebraic language and
generate the corresponding model usingitbeL tool set (version 2.17.12). Second, we state the desired
properties in the regular (alternation-frgelalculus, and, finally, check the protocol model with regar
to the properties in theADP tool set. These steps are described in detail below.

To highlight important processing steps in the protocoks,new introduce severabstractactions.
These are used in the formalisation process to define ddsateal/iours of the protocol.

request(d1,h(c),r, P) Executed at step 4 in both the P2C and (with appropriate peteas) the C2C
protocols by the receiving device, this action indicatesgtart of the exchange from the receiving
device’s point of view.

paid (P, h(c),r,d1) Executed at step 5 of the P2C protocol Bythis action indicates reception of the
payment order and sending of contentita
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update(d1,h(c),r, P) Executed after accepting the message of step 5 of the P2@cptdty d1, this
action indicates the successful termination of the excadram d1’s point of view.

request(d2, h(c),r’, P) Executed at stef” of the C2C recovery protocol by2.
paid (P, h(c),r’, d2) Executed at stef” of the C2C recovery protocol h¥.

update(d2, h(c),r’', P) Executed after acceptance of the message of%tepthe C2C recovery proto-
col by d2.

5.1. Formal specification of Nuovo DRM

The complex structure of Nuovo DRM calls for an expressivec#jration language. We have forma-
lized” the Nuovo DRM scheme incRrL, a language for specifying and verifying distributed systeand
protocols in an algebraic style [20]. ACRL specification describes a labelled transition system (LTS)
in which states represent process terms and edges arethbdth actions. The.CRL tool set [8, 7], to-
gether withcaDP [17] which acts as its back-end, features visualisationution, symbolic reduction,
(distributed) state space generation and reduction, netbelking and theorem proving capabilities.
We model a security protocol as an asynchronous compositiafinite number of non-deterministic
named processes. These processes model roles of honésgpaats in the protocol. Processes com-
municate by sending and receiving messages. A message isna pa (g, c), whereq is the identity
of the intended receiver process (so that the network care thie message to its destination) and
is the content of the message. To send or receive a messageparticipantp performs the actions
send(p, m) or recv(p, m), respectively. Apart frorsend andrecv, all other actions of processes are
assumed internal, i.e. not communicating with other pigdiats. These are symbolic actions that typi-
cally denote security claims of protocol participants (esglate in Section 4.3). Here, we only present
a 1 CRL specification of the honest customer role in the P2C protacdlauCRL model of the intruder.
For a complete specification of Nuovo DRM see [24]. We statihaibrief introduction tqCRrRL, which
suffices to understand the formal protocols.

5.1.1. TheuCRL specification language

In a uCRL specification, processes are represented by process tehieb, describe the order in which
the actions may happen in a process. A process term consigtsian names and recursion variables
combined by process algebraic operators. The operatoasmd ‘+’ are used for the sequential and
alternative composition (“choice”) of processes, respelst The process expressignk b > g, whereb

is a term of typeBool andp andq are processes, behaves liké b is true, and likeg if b is false. The
predefined action represents a deadlock, i.e. from then on, no action can ferpexd. The process
Z P(d), whereA is a (possibly infinite) data domain, behavesPdd;) + P(da) + - - .

deA

5.1.2. The customer process

In nCRL specification 1 we specify the customer’s compliant devade in the P2C protocol of the Nuovo
DRM scheme. In this specificationonce and Key represent the finite set of nonces and keys available

"Available fromhttp://www.cs.vu.nl/paradiso/formal . php
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in the protocol, respectively. The s@tis d1’s local collection of content-right bundles,; denotes the
nonce that is available td1 in the current protocol round, and the functiemt : Nonce — Nonce,
generates a fresh random nonce, given a seed. To simplifgrésentation we remove the identities
of senders and intended receivers from messages. Notenhadistrepancy in the received content is
automatically detected in this code: in the last messagggifirst part does not agree with the initial
h(c), the message will not be accepted.

UCRL specification 1Customer device in the P2C protocol

d1(Qna)= Y recv(P,h(c),r).send(dl,nas).

r€Rgts
ceCont

Z recv({n, Ndz, dl}sk(P))

ne Nonce
send({naz, n, h(c), 7, P}g(a1))-request(dl, h(c),r, d1).
Z recv({c}K, {K}pk(dl)a {Tv Ndiq }sk(P))'upda’te(dZah(c)vrv P)
KeKey

d1(QU {{c,r)}, nat(ngs))

5.1.3. Communication models

We consider two different communication models. The firsh isynchronous communication model
that is used to verify the effectiveness property (goal G\9.intruder is present in this model and all
participants are honest. A procegssan send a messageto ¢ only if ¢ can at the same time receive it
from p. The synchronisation between these is denetad (p, m, ¢), which formalizes thep — ¢ : m”
notation of Sections 3 and 4. In order to verify the proper®&2—-G4, an asynchronous communication
model is used where the intruder has complete control oeecdmmunication media. When a procgss
sends a message with the intention that it should be received dyit is in fact the intruder that receives

it, and it is only from the intruder that may receivem. The communications between participants of
a protocol, via the intruder, are thus asynchronous andeaover, a participant has no guarantees about
the origins of the messages it receives.

5.1.4. Intruder model

We follow the approach of Dolev and Yao to model the intrudet] [ with some deviations as described

below. The Dolev-Yao (DY) intruder has complete controlraye network: it intercepts and remembers
all transmitted messages, it can encrypt, decrypt and sagsages if it knows the corresponding keys, it
can compose and send new messages using its knowledge amdnase or delay messages in favour of
others being communicated. As it has complete control owemgunication media, we assume it plays
the role of the communication media. All messages are thaar@iled through the intruder. Under

the perfect cryptography assumption, this intruder has s®wn to be the most powerful attacker
model [11]. In our formalisation, this intruder is a non-@hstinistic process that exhausts all possible
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sequences of actions, resulting in an LTS which can subsdguge formally checked. Note that the
intruder is not necessarily an outside party: it may be ditagte, though malicious, player in the
protocol.

The intruder model used here is different from the DY intmidéwo main aspects. These differences
stem from the characteristics of the DRM scheme and its reongnts:

11

Trusted devices, that play a crucial role in these prdgcsignificantly limit the power of the
intrude. However, the intruder has the ability to deliberately toffiits (otherwise trusted)
devices. This has been reflected in our model by allowing #wécds controlled by the intruder
to non-deterministically choose between continuing ottimgj the protocol at each step, except
when performing atomic actions. Therefore, in the modéhah-atomic actions of the devices
operated by the intruder are rewritten with+ off. Note that the intruder cannot violate the
atomicity of actions for compliant devices. We verify thefarcols in the presence of this enriched
intruder model to capture possible security threats pogdtdse behaviours.

Liveness properties of protocols cannot in general begran the DY model since the intruder can
block all communications. To achieve fairness, essentaliveness property (see Section 4.1),
optimistic fair exchange protocols often rely on a “resiticeommunication channel’HCC') as-
sumption, see for example [26RCC guarantees that all transmitted messages evidintually
reach their destination, provided a recipient for themtexi8]. The behaviour of our intruder
model is limited byRCC, in that it may not indefinitely block the network. Since timériider

is a non-deterministic process in our model, in order towkelexecutions that violateCC, we
impose a fairness constralnbn the resulting LTS. To denote communications not requingd
the RCC, we use the action modifieon regular communication actions (in actissend® and
com®). A protocol has to achieve its goals even when executiongagung com® actions are
avoided. A formal treatment of these issues is beyond thpesobthis paper and can be found
in [10].

As a minor deviation from DY, the intruder process perforims &bstract actiomevealed when it
gets access to a non-encrypted version of any DRM-protecietnt, to indicate violation of the secrecy
requirement G2). This action is of course not triggered when the intruderatyerenders an item using
its trusted device, which is a normal behaviour in the system

In ;CRL specification 2 Agent represents the set of all honest participants of the protowbMsg
represents the set of all messag#&sis the intruder’'s knowledge seY. contains messages buffered for
delivery. The set operatorsand\ have their usual meanings. The setth(X) represents the (infinite)
set of messages that the intruder is able to synthesise fienmessages in s&f, e.g. by applying
pairing, signing and so on. For a complete description af thbdel please refer to [9].

5.2.

Regularu-calculus

The design goals of Nuovo DRM (G1-G4) are encoded in the aegutalculus [28]. This logic covers
the Nuovo DRM'’s design goals in its entirety, both safety vehess, and naturally incorporates data

8In our formalisation we ignore the possibility of tamperiigsted devices. Countermeasures for such cases aresidcus
in [24, 30].

9Two different notions of fairness are used in this paperniss in exchange (see G4) and fairness constraint of aniHigh
informally states that each process of the system has to/ba gifair chance to execute [12].
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MCRL specification 2Intruder model
I(X,Y)= Y recv(p,m,I).I(X U{m},Y U{m}) +

pEAgent
meEMsg

Z send(I,m,p).I(X, Y\ {m})<meY >+

pEeAgent
me Msg

> send®(I,m,p)I(X,Y) <tm € synth(X)\Y > +

pEAgent
meEMsg

Z revealed(m).6 <m € synth(X) > 6

me Cont

a = a€A|-alagANag | a;Vay
B u= a|pi.fe]| B
¢ = F|T|o1Vea|oiAga| (B)e ]| [Ble | uX.p

Table 1. (Partial) syntax of regularcalculus, adapted from [28]

parameters that are exchanged in the protocols. The ditarfeee fragment of the regular-calculus
can be efficiently model checked [28], and all the formula e have verified are in this fragment. A
short account of this logic is presented below.

Regular y-calculus consists ofegular formulaeand state formulae Regular formulae, describ-
ing sets of traces, are built up@ttion formulaeand the standard regular expression operators. We
use ', V', ‘=" and ' for concatenation, choice, complement and transitifeexeve closure, respec-
tively, of regular formulae. The syntax of regular formukseused in the next sectidflss ranged over
by 5 in Table 1. Variablez ranges over primitive actions from the sét such asend andrecv. In
addition to this, the following notation is used? denotes no actionK{ = a A —a), T denotes any
action (' = —F), and the wild-card action parameter represents any parameter of an action (e.g.
com(—, —, —) represents any communication action).

State formulae, which express properties of states, asremted from propositional variables, stan-
dard Boolean operators, the possibility modal oper&tor) (used here in the forn)3) T to express the
existence of an execution of the protocol for which the ragfbrmulag holds), the necessity modal
operator]- - - ] (used here in the forrfG]F to express that, for all executions of the protocol, the leagu
formula 5 does not hold) and the minimal and maximal fixed point opesgicandv. A state satisfies
uX. G iff it belongs to the minimal solution of the fixed point equat X = G(X), G being a state
formula andX a set of states. The symbdisand T are also used in state formulae. In state formulae
they denote the empty set and the entire state space, ligspecthe syntax of state formulae as used in
the next sections is ranged over pyn Table 1.

OTable 1 restricts itself to the portion of the syntax usechia locument. The formal syntax is fully described in [28].
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5.2.1. Formalisation of Nuovo’s goals

This section describes the requirements stated by Nuovo BBd4&ls G1-G3 in the regular-calculus.
Below, the intent of these goals is captured formally. Tlkeiwss to familiarise the reader with the core
formal expressions used in Section 5.3, where the goalsullygdrmalised. Given the complex nature
of fairness (goal G4), a concise formalisation here is @dith lieu of a full explanation in Section 5.3.

G1 (effectiveness).Effectiveness means that each purchase request is ingvigsponded to, and each
received item is preceded by its payment. The first requintnseencoded by stating that after
a request occurs in a trace, a matchinglate action must eventually follow. For a devie®
requesting content: from provider P with rightsr, this is formalised as follows:

[T*.request(d1, m,r, P)] uX.((T)T A [-update(dl,m,r, P)]X)

The second requirement is encoded by stating thatptate action occurs without a prece-
ding, matchingpaid action. For a devic@! updating with contentn and rightsr received from
provider P, this is formalised as

[(—paid(P,m,r, d1))* .update(dl,m,r, P)|F

G2 (secrecy). G2, and the following goals, are checked in presence of andat. Secrecy is achieved
when the intruder never acquires unprotected content. Adiomed in Section 5, the abstract
actionrevealed (m) denotes the intruder learning unprotected contentence, this action should
never occur. This is formalised as

[T*.revealed(m)|F

G3 (resisting content masquerading).Content masquerading occurs when a device accepts a bundle
of content and rights it did not request. Non-occurrencéigfdituation is formalised for devie#
and contentin, rightsr from P as

[(—request(dl,m,r, P))*.update(dl, m,r, P)|F

5.3. Analysis results

In this section we describe the results obtained from thmébanalysis of the Nuovo DRM scheme. Our
analysis has the following properties: the intruder isva#ld to have access to unbounded resources of
data (like fresh nonces), should it need them to exploit tiséogol. We consider only a finite number
of concurrent sessions of the protocol, i.e. each partitigaprovided a finite number of fresh nonces
to start new exchange sessions. Although this does not,nargk constitute a proof of security for a
protocol, in many practical situations it suffices. As ségusf cryptographic protocols is not decidable
(e.g. see [13]), a trade-off has to be made between compktet the proofs and their automation. Our
analysis method is fully automatic, evaluating specific cases in specific settings (as detailed below).
Following [14], we assume perfect cryptography and do nositer attacks resulting from weaknesses
of the cryptographic primitives used in protocols. Typavfittacks?! are also omitted from our analysis.
These can, in any case, be easily prevented [23].

1A type-flaw attack happens when a field in a message that wginalty intended to have one type is interpreted as having
another type.
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Our formal analysis consists of two scenarios. A scenanmi@iy describes one specific execution
of the protocol, with specific actors, specific assumptiagrsaspecific intruder model. The first scenario
verifies effectiveness (G1) while using the synchronousmanication model of Section 5.1, in absence
of an intruder. The second scenario uses the asynchronauswoication model of Section 5.1 and the
modified DY intruder model of Section 5.1.4 to verify the rénirag properties (G2-G4). Both scenarios
operate under the assumptions of Section 4.2. Both scendescribe a setting with two compliant
devicesd! and d2, three different pieces of content and two different riglle first right allowing
to resell the second. In the second scenario, these areltedt(but not tampered) by the intruder of
Section 5.1. BelowP, as before, represents the trusted content provider. Thaufae in the following
results use abstract actions to improve the readability@ptoved theorems. These actions are explained
in Sections 4.3 and 5.1. A complete formalisation of thesimiag can be found in [24].

5.3.1. Honest scenari)

ScenarioSy describes the interaction between 1 provider and 2 devitesiid d2). The communica-
tion network is assumed operational and no malicious ageptdsent. The scenario runs as follows:
deviced1 is ordered to buy an item and reselling rights frédt Then,d! resells the purchased item
to d2. As this scenario is only intended as a sanity check for tbtopol, we believe correct behaviour
in this scenario with two devices running multiple instasoéthe protocol is strong supporting evidence
for that in general. For that reason, as well as the increasegputational load of having more devices,
we limited this scenario to only two devices. The scenarie gf@cked using thevMBALUATOR 3.0 model
checker from theADP tool set, confirming that it is deadlock-free, and effectagespecified below.

Result 1. Nuovo DRM is effective for scenarify, meaning that it satisfies the following properties:

1. Each purchase request is inevitably responded.

VYm € Cont, r € Rgts. [T*.request(d1l,m,r, P)| uX.((T)T A [~update(dl,m,r, P)]X) A
[T*.request(d2, m,r,d1)] uX.((T)T A [~update(d2, m,r, d1)]X)

2. Each received item is preceded by its payment.

VYm € Cont, r € Rgts. [(—paid(P,m,r,d1))*.update(dl, m,r, P)][F A
[(—paid(dl,m,r, d2))*.update(d2, m,r, d1)]F

5.3.2. Dishonest scenari®;

ScenarioS; describes the interaction of an intruder2 compliant deviceg! andd2, and 3 providers.
The intruder controls the communication network and is theer of devicesi/ andd2. The intruder
can instruct the compliant devices to purchase items armdsrigom the providerP, exchange items
between themselves and resolve a pending transaction. ovMarethe compliant devicé? can non-
deterministically choose between following or aborting tprotocol at each step, which models the
ability of the intruder to turn the device off (see I1 in Seati5.1). We model three concurrent runs of
the content provideP, and three sequential runs of eachdéfand d2. Although this is again a limited
setting, the intruder capabilities are as strong as in agettith more devices. Adding more devices
would increase the number of honest users, not increaseafiabitities of the intruder. This reasoning
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coupled with the computational power necessary to hanél@émeration of the state space directed us
to limit the scenario thusly. The resulting model was chdakging the EALUATOR 3.0 model checker
from thecADP tool set and the following results were proven.

Result 2. Nuovo DRM provides secrecy in scena$y, i.e. no protected content is revealed to the in-
truder (see Section 5.1).

VYm € Cont. [T*.revealed(m)|F

Result 3. Nuovo DRM resists content masquerading attacks irensuring that a compliant device only
receives the content which it has requested.

Va € {d1,d2}, m € Cont, r € Rgts. [(—request(dl,m,r,d2))* . update(dl, m,r, d2)]F A
[(—request(d2,m,r, d1))*.update(d2,m,r, d1)]F A
[(—request(a,m,r, P))*.update(a, m,r, P)]F.

Besides, the intruder cannot feed the self-fabricatederint, to compliant devices:

Va € {d1,d2}, r € Rgts. [T*.update(d1,mg,r,d2)]F A
[T*.update(d2,mg,r, d1)]F A
[T*.update(a, mo,r, P)|F.

Result 4. Nuovo DRM provides strong fairness i for P, i.e. no compliant device receives a protected
content, unless the corresponding payment has been mdtle to

Va € {d1,d2}, m € Cont, r € Rgts. [(—paid(P,m,r,a))*.update(a, m,r, P)|F
A
[T*.update(a, m,r, P).(—paid(P,m,r,a))*.
update(a, m,r, P)|F

Result 5. Nuovo DRM provides strong fairness # for d2, as formalised belot:

1. As a customer: if a compliant device pays (a provider oelteisdevice) for a content, it will
eventually receive 1£.

Note that there are only finitely many TTPs available in thededpso the intruder, in principle,
can keep all of them busy, preventing other participantfresolving their pending transactions.
This corresponds to a denial of service attack in practidd@ciivcan be mitigated, among other
ways, by putting time limits on transactions with TTPs. $inee abstract away timing aspects
here, instead, the actidnst;, is used to indicate that all TTPs in the model are exhaustetidy
intruder. In other words, as long as this action has not eedwet, there is still at least one TTP
available to resort to.

125trong fairness fotl! is not guaranteed here, as it can abort the protocol prestatuk protocol guarantees security only
for the participants that follow the protocol.

3The fairness constraint used in the formulae correspondsetstrong notion of fairness in [190. F*° enabled(d) =
F*°ezecuted ().
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Vm € Cont, r € Rgts. [T*.request(d2, m,r, P).(—(update(d2, m,r, P)))*|

((mcom®(—, —, =))*.(update(d2, m,r, P)))T
A
Vm € Cont, r € Rgts. [T*.request(d2, m,r,d1).(—(resolves(d2) V update(d2, m,r, d1)))*)
{(mcom®(—, —, =))*.(resolves(d2) V update(d2,m,r, d1)))T
N

—~

[(mlastyy)* . request(d2,m,r, d1).(-lastyy, )*.resolves(d2).
(—(update(d2, m,r, P) V lastyuy))*]
((mcom®(—, —, —))*.update(d2, m,r, P))T

2. As areseller: no compliant device receives a content &oeseller device, unless the correspond-
ing payment has already been made to the reseller.

VYm € Cont, r € Rgts. [(—paid(d2, m,r, d1))* . update(dl, m,r, d2)]F
A
[T*.update(d1,m,r, d2).(—paid(d2, m,r,d1))*.update(dl,m,r, d2)|F

Note that the strong fairness notion that is formalised dmetked here subsumes the timeliness property
of goal G4, simply because whei? starts the resolve protocol, which it can autonomously tdmywiays
recovers to a fair state without any help frain.

Lemma 5.1. Nuovo DRM achieves its design goals G1-G4 in scenafipand.S;.

Proof:

G1 is achieved based on Result 1;
Result 2 implies G2;

Result 3 guarantees achieving G3;
Results 4 and 5 guarantee G4.

O

Note that Lemma 5.1 does not prove that Nuovo DRM achievedetign goals imall possible
scenarios. It does support and provide credence for thenséant.

6. Conclusions & future work

We have formally analysed the NPGCT DRM scheme and found tireevabilities in its protocols. The
scheme was subsequently extended to address these vilitiesabnd provide procedures for detection
and revocation of compromised devices.

The extended scheme, Nuovo DRM, is inherently complicaésdnfany other DRM schemes are)
and, thus, error prone. This calls for expressive and pawnfmal verification tools to provide a certain
degree of confidence in the security and fairness of the reysi#e have analysed and validated our



M. Torabi Dashti et al./ Nuovo DRM Paradiso 23

design goals on a finite model of Nuovo DRM. This is of courseihaer bullet: our formal verification
is not complete as it abstracts away many details of thersyste

To support a practical implementation of Nuovo DRM, the jmbty of compromised devices has to
be taken into account. To this end, procedures for both tleteand revocation of compromised devices
are introduced by Nuovo DRM. The distribution of revocatiisis was discussed, and several alternative
distribution models were compared.

As future work, we are considering several extensions tddimeal analysis. For example, the ac-
countability of the provider, which is taken as non-displgan this study, can be verified. Additionally,
possible privacy concerns of customers and the paymenéaashe incorporated into the formal model.

The comparison of the various distribution models for ramn lists (especially the effectiveness
of said models) is strongly influenced by the assumed unifgrof the network of connected devices.
As future work, we intend to investigate the notion of effeemess in a less uniform setting.
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